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Evidence-Based Solution to Information Sharing between Criminal Justice Agencies

Abstract

The aim of this study was to test a technological solution to two traditional limitations of
information sharing between criminal justice agencies: data quality and privacy concerns. Entity
Analytics Software (EAS) was tested in two studies with North American criminal justice
agencies. In the first test, duplicated cases held in a police record system were successfully
identified (4.0%) to a greater extent than the traditionally used software program (1.5%). This
resulted in a difference of 11,954 cases that otherwise would not have been identified as
duplications. In the second test, entity information held separately by police and border officials
was shared anonymously between these two organizations. This resulted in 1,827 alerts
regarding entities that appeared in both systems; traditionally, this information could not have
been shared, given privacy concerns, and neither criminal justice agency would be aware of the
relevant information held by the other. Data duplication resulted in an additional 1,041 alerts,
which highlights the need to use technological solutions to improve data quality prior to and
during information sharing. While only one potential technological solution (EAS) was tested
and organizations must consider the potential expense associated with implementing such
technology, the implications resulting from both studies for improved awareness and greater
efficiency support and facilitate information sharing between criminal justice organizations.
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1. Introduction
Information sharing in the field of criminal justice involves collecting and organizing

facts and figures (i.e. data), giving context to the data, and providing the information to various
other individuals and/or organizations for strategic and operational decision making. For
example, to be most effective and efficient, police agencies must share information, not only
with other police agencies, but also with other organizations, such as customs agencies, the
courts, mental health systems, corrections, and researchers, academics, and policymakers.
Furthermore, to be most effective, information should be shared both locally and across
jurisdictions, including international exchanges of information. When this information is
accurate, error-free, concise, usable, and consistent (e.g. Zhu and Wang, 2008; Kahn et al.,
2002), there are multiple benefits to this exchange, including avoidance of data collection
duplication and better decision making. Moreover, information sharing can also maximize the
use of limited resources (Fraser and Stoddart, 2009; National Strategy for Neighbourhood
Renewal, 2000; Dawes, 1996), timely awareness and greater understanding of the full scale of
the situation (Tyworth and Sawyer, 2006; NASIRE, 2000), the ability to develop integrated
approaches based on information taken from multiple sources (Landsbergen and Wolken, 2001),
and greater productivity (Zaworski, 2005).

Yet, the sharing of information has been a long-standing challenge for a variety of
reasons, including privacy concerns (Landsbergen and Wolken, 2001), competitiveness between
individuals and/or organizations (Brewer, 2008), inter and extra organizational mistrust (e.g.
Tyworth, 2009; Tyworth and Sawyer, 2006; Drake et al., 2004; National Strategy for

Neighbourhood Renewal, 2000; Dawes, 1996), and technological issues (Tyworth and Sawyer,



2006; Ministére de la Justice de Québec?, 2003; Landsbergen and Wolken, 2001). However,
there are recent developments in the field of information sharing that demonstrate the ability of
different agencies to successfully share critical and sensitive information.

This article will review existing examples of information sharing systems utilized in
North America. In addition, it will provide the results of a successful information sharing study
between two criminal justice agencies in Canada. Specifically, the system reviewed in the
current study responds to two key issues concerning information sharing; namely, data quality
and privacy. The benefits, limitations, and policy implications of this process will also be

discussed.

2. Literature Review
The challenges to information sharing can be summarized with reference to four key

problems: (1) privacy; (2) competitiveness; (3) quality of information sharing; and (4)
technology. The concern over privacy stems from legal guidelines designed to protect the
confidentiality of citizens’ information and prevent unauthorized access or use to this
information. Given this, any system of information sharing must perform within the confines of
such legislation; in Canada, this involves the federal Privacy Act (Fraser and Stoddart, 2009).
The Privacy Act mandates the type of information that can be collected by various agencies and
organizations, and provides regulations regarding the holding and sharing of that information. In
effect, the personal information of individuals must be protected from loss or disclosure that falls
outside the regulations, and there must be a legislative authority to collect that information
(Fraser and Stoddart, 2009). However, while the Privacy Act intends to prevent unauthorized

access to or use of confidential data, it can also contribute to confusion regarding information

? Hereafter Quebec, 2003



sharing protocols; specifically, what information can be shared, with whom, and how can it be
protected during the sharing process. This may result in one agency (e.g. Border Services) failing
to share the names of individuals in their database with other agencies (e.g. police) who hold
additional relevant information about the same individuals; together, these pieces of information
could provide a more complete picture that would enable criminal justice agencies to determine a
more accurate risk assessment profile, yet privacy concerns may prohibit this from formally
occurring.

Competitiveness between those who own the data can also contributes to the prevention
of information sharing. For instance, LeBeuf and Pare (2005) found that, in spite of having
technology that could securely transmit confidential data, one-third of Canadian police officers
did not share information with non-police officers, even when the legal guidelines of information
sharing allowed them to. Yet, for information sharing to work successfully, each stakeholder in
the system must be willing to collaborate in providing their information to others. However, as
many organizations tend to be resistant to change, developing an information sharing system
often involves modifications to organizational culture and identity (Tyworth, 2009; Quebec,
2003). For the purposes of this paper, organizational identity reflects the unique characteristics
and values inherent to a particular organization (Tyworth, 2009). Thus, each individual agency
involved in an information sharing capacity tends to operate under “its own leadership,
management structure, norms, rules and regulations, missions, and ... infrastructures” (Tyworth,
2009: 2) which can lead to competitiveness and unwillingness to share information with another
organization or agency.

This is particularly true of the United States, where each state exerts a substantial amount

of independent control over their local criminal justice system, resulting in a wide variety of



organization-specific values, cultures, and practices that render information sharing across
jurisdictions a difficult and tedious practice (Tyworth and Sawyer, 2006). As an example of the
process needed to overcome organizational culture and traditional practices, in San Diego,
California, the development of an integrated criminal justice information sharing system required
the construction of a governance structure to promote inter-agency collaboration and to break
down the competitive barriers that previously prevented the sharing of information (Tyworth and
Sawyer, 2006). In particular, their focus was on the challenges involved in designing a workable
system that met the needs, values, and cultures of the various organizations served.

The final two challenges to information sharing reflect technological limitations. Firstly,
different agencies, even within the same field, may use inconsistent and incompatible
technological platforms to collect and host their information (Quebec, 2003). In effect, many
information systems are simply outdated; therefore, to suit the needs of an organization,
additional programs or systems may be developed in-house to achieve the outcomes not met by
older systems. In contrast, other organizations may use a more technologically advanced single
system that is capable of holding vast amounts of information (Quebec, 2003). Overcoming the
challenges of sharing information between different programs, especially among those that lack
standardized processes, can become costly and overwhelming (Quebec, 2003). Similarly, as a
result of technological differences, in addition to the aforementioned differences in
organizational values and practices, the way in which each organization manages and shares its
data may differ, increasing the difficulty of successful information sharing and integration
(Quebec, 2003).

The second technological concern is based on the possibility that when information is

shared between agencies, there is a risk of information duplication or loss. Again, this concern



arises because of the varying quality of data contained within each organization’s system
(Quebec, 2003). In effect, systems that contain identifying information on individuals may
record similar information differently (Fraser and Stoddart, 2009). Furthermore, information may
be entered incompletely or incorrectly. For instance, while a court database may hold updated
information on the address of an individual, a police database may hold an old and no longer
applicable address. Similarly, the full name of an individual may be found in both systems, but
spelled incorrectly or differently in one system. Alternatively, name changes (such as changes as
a result of marriage) may be updated in one database, but not in another. Given this, when an
attempt is made to merge the information on an individual, the system may recognize one person
as two distinct individuals and their records will be duplicated, resulting in two individuals rather
than one single entity.

Information duplication can also result from the strict adherence to protect privacy. As
there are often no federal guidelines in place for how information can be shared, instead there are
typically guidelines that stipulate who can access what information and how it must be protected,
individual agreements may be drafted between two or more agencies that provide for information
sharing within the guidelines of the federal privacy legislation. For instance, Fraser and Stoddard
(2009) identified more than 60 individual agreements between Canadian federal agencies and
their partners regarding sharing and validating of information. However, these agreements were
often unilateral, in that the agreement stipulated for data to be provided from one institution to
another, rather than a mutual sharing of information. Further, many of these agreements did not
include a process for data validation or correction; therefore, if the information shared from one
institution to another was subsequently determined by the receiver to be less accurate than

information coming from a third party (i.e. another partner or the individual themselves), the



agreements did not provide a standardized process whereby the receiver could update the initial
provider of information on their now inaccurate data (Fraser and Stoddard, 2009).

A second concern with regards to data quality is the potential for inaccurate data. Chen
and colleagues (2003) identified that criminal offenders frequently provided police with
inaccurate identification information, including their name, the accurate spelling of their name,
their date of birth, and/or their current address. Police may not have the resources or the ability to
ensure that all of the information they collected was accurate and not an alias or a direct
fabrication. Thus, when they share this information with other agencies, it can result in
duplicated records of a single individual with slightly different information reflected in each
entry. In other words, the quality of the information that is shared is a major concern for those
using the data as it may result in duplication errors, duplicated processes, and inaccurate data. As
such, there is a need for a way to determine whether two different entities or data entries are, in
fact, the same individual.

This need led to the development of Identity Resolution; a concept that reflects a
technological process whereby identifying information is compared and decisions are made
using a set of pre-defined rules about data accuracy to identify and resolve duplicate entries
(Bloor and Halper, 2006). For instance, similar names may be compared and entities may be
merged on the basis of additional matching information; thus, two entities with a similar name
may be merged on the basis of also sharing a birth date and/or address (Bloor and Halper, 2006).
2.1 Examples of Information Sharing Systems

There are longstanding challenges that threaten the development of information sharing.
However, recent innovations may assist in solving one or some of these challenges. Since 2003,

British Columbia has utilized the Police Records Information Management Environment



(PRIME-BC) to share information between a variety of police agencies, including the federal
Royal Canadian Mounted Police who are contracted individually by cities in British Columbia to
provide police services, and municipal agencies, such as the Abbotsford Police Department
(APD) or the Vancouver Police Department (VPD). Traditionally, such information could not be
shared given the different technological platforms for collecting and holding information used by
these organizations, as well as due to jurisdictional boundaries. Therefore, when police needed
information on a person of interest, they were not necessarily able to access information given
that they may not have known whether additional information was available, and if so, where
that information was held (Brewer, 2008). Furthermore, access to information would not be
timely, as police were unable to retrieve such information while in their patrol car (Brewer,
2008). In fact, many reports that would be useful to police would originally be filled out on
paper, potentially taking months before entry into a computer system could be completed
(Brewer, 2008).

As a result of the lack of information sharing, the British Columbia Chiefs of Police
pushed for the creation of a single information sharing platform - PRIME. Since the development
of this system, information has routinely been shared among police agencies in British Columbia
and is done so in a timely fashion. In effect, PRIME-BC is now accessible on more than 2,000
mobile work stations (i.e. patrol car computers) and is used by all British Columbian police
officers, regardless of organization or jurisdiction.

Information is initially recorded on PRIME by a police dispatcher or police officer, with
subsequent entries made to correct or update the information (Brewer, 2008). Collected
information may include, but is not limited to, name, date of birth, gender, ethnicity, criminal

history, history of contact with police, and/or mental health issues known to police. Further, a



picture of the person of interest may also be available. In addition, police can now query multiple
databases across jurisdictions with a single entity query, including the Canadian Police
Information Centre (CPIC), Police Information Records System (PIRS), PRIME, Canadian
Firearms Agency, and the Police Information Portal. Once the information has been entered, it is
reviewed for quality and subsequently becomes part of the record management system (Brewer,
2008).

Despite efforts at data quality control, PRIME-BC has recently been criticized for errors
involving missing data and data duplication. There is particular concern with the matter of
duplicate name entries in the Master Name Index (MNI). When police search for information on
a person of interest, such as history of violence, mental health issues, or the presence of a
criminal record, they do so using the MNI. However, some individuals may have the same or
similar first and last names (Bloor and Halper, 2006), and police may not know which
information is relevant to the current situation. Alternatively, a name may not appear in the MNI
given that the offender provided inaccurate information either in the current or a previous
situation (intentionally or not), and a match is not made in the database. For instance, Bloor and
Halper suggested that “David Jones, David R. Jones, and David Jones Jr. may all refer to the
same person, but be recorded differently simply because different data entry forms are used”
(2006: 2). Thus, when police search for David R. Jones, the MNI will reflect entries for three or
more individuals and the police will need to determine whether this is a single entity whose
information has been duplicated or whether these are separate entities.

In 2003, the province of Quebec began to develop the Integrated Justice Information
System within which stakeholders, such as the police and Attorney-General prosecutors, could

electronically share information on criminal justice system clients (Quebec, 2003). The logic



behind the development of this system was that the current system of sharing paper-stored
information was inefficient. Not only were paper records of varying quality, but they were
infrequently shared in a timely manner, resulting in a delayed flow of information to justice
system stakeholders (Quebec, 2003). As a result, the province developed a computer based
information sharing program composed of a variety of applications supporting the unique needs
of each of the system stakeholders (Quebec, 2003). For instance, applications allowed for police
to create and submit electronic records to the Attorney-General prosecutors, who could likewise
share this information with the police and the court. This resulted in an improved flow of
information, reduced administrated costs, and greater public safety due to the rapidity of
information sharing and subsequent use of information by stakeholders (Quebec, 2003).
Simultaneously, the system protected the privacy of information by operating within the confines
of privacy legislation (Quebec, 2003).

A second example can be found in the Automated Regional Justice Information System
(ARJIS) in San Diego (Tyworth and Sawyer, 2006). Similar to the Quebec integrated system, the
development of ARJIS was driven by the need to improve efficient communication of
information between a variety of state justice agencies and organizations. The technological
aspect of this system involved merging ten information systems now simultaneously utilized by a
variety of justice organizations and agencies in San Diego, including several police agencies and
border patrol (Tyworth, 2009; Tyworth and Sawyer, 2006). In effect, this system connects
county, state, and federal stakeholders. According to a recent study, on a daily basis, the system
handles “over 35,000 transactions accessing 2.9 million recorded incidents, 5 million digital

photos, and 4.4 million map and crime statistics” (Tyworth and Sawyer, 2006: 4).



In order to respond to the traditional barriers to information sharing, ARJIS involved the
development of a Joint Powers Agreement. Each stakeholder essentially joined into a contract
whereby they each agreed to support the system. According to Tyworth and Sawyer (2006), this
resulted in ARJIS being developed as a shared system that was independent of each organization
or agency. ARJIS resulted in the creation of several committees composed of members of each
agency who would make decisions about policies and operations; therefore, each competing
concern would be addressed and accounted for (Tyworth and Sawyer, 2006). Decisions were to
be made under the auspice of improving law enforcement, and the process of sharing information
and ensuring data quality would be jointly agreed upon (Tyworth, 2009). However, a more
recent review indicated that ARJIS continued to be limited by each individual agency insisting
on retaining control over information they have collected and independently providing approval

for the use of that information (Tyworth, 2009).

3. Current Study
As previously discussed, concerns over privacy and data duplication are two of the long-

standing challenges associated with information sharing. However, recent technological
innovations have resulted in a method of information sharing that responds to these two issues.
One such method is IBM’s Entity Analytics Software (EAS). This software consists of three
components: Identity Resolution (IR); Relationship Resolution (RR); and Anonymous
Resolution (AR). EAS’s IR component merges entities together, while the RR component
establishes relationships between these entities. AR allows these processes to be done
anonymously, thus avoiding privacy concerns or data security issues regarding potentially highly
sensitive information (Bloor and Halper, 2006). Once merged and related in EAS, these entities

can be cleanly exported back to the original system, where they can be analyzed and used for
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informed decision making. EAS has previously been evaluated in a business setting in which it
was concluded that EAS increased the efficiency and accuracy of the information held by a
financial institution concerned with global money laundering (Bloor and Halper, 2006). The
current study evaluated the applicability of EAS to criminal justice data.

Two separate studies were conducted using EAS. The first test examined whether EAS
could identify duplicate cases from PRIME and merge them successfully into one entity. The
second test focussed on whether EAS could anonymously merge data with similar entities from

two agencies; namely, the police and border service data.

3.1 Test One - EAS and the PRIME System
Acknowledging the need to improve the data quality of PRIME’s Master Name Index,

the RCMP tested the capability of EAS to find and remove duplicate cases using PRIME data.
To this end, EAS was installed on a standalone laptop, and the default resolution rules that came
with the Relationship Resolution software were used to identify possible duplicates. These
resolution rules established the minimum threshold to identify a duplicate entity, such as a
matching name and date of birth or a matching name and unique ID number.

To test the ability of EAS to identify duplicate cases, 478,163 records were extracted
from the PRIME System and loaded separately into both EAS and SPSS.? Using data matching
techniques based on the first name, last name, and date of birth, SPSS identified that 1.5% of the
extracted data was duplicated. In contrast, EAS identified 4% of the data as duplicated. This
2.5% difference accounted for a difference in 11,954 records between the two programs and
represented a substantial number of records that were not detected by the typical program used

by the RCMP. Moreover, the percentage of matched entities in EAS increased with the number

? Statistical Package for the Social Sciences (SPSS) is currently used by the RCMP to analyze and provide statistical
information about the data being collected.
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of records loaded into the system. This is important as the data extract for the initial test
represented only a portion of the total number of records currently housed in the PRIME system.
In effect, assuming that the percentage continued to increase as the total numbers of records in
PRIME are loaded into EAS, a large number of records could be identified as duplicates, even if
the percentage eventually levelled off.

The fact that EAS was able to identify a larger than expected number of duplicate entities
in the PRIME system suggested that software solutions can address a critical aspect of data
quality. While it is true that manually investigating data to determine duplicate cases (as is
currently the case with PRIME Transcription units) can reduce the number of duplicate entities
and increase data quality, EAS has a demonstrated ability to systematically find duplicate entities
on a large scale much more quickly. Critically, the fact that a total of 18,170 people were
identified as possible duplicates in a sample of just 478,163 records underlines more than just a
resourcing issue; it highlights the substantial effect that data quality issues may have on

information sharing.

3.2 Test Two - Information Sharing Between Two Federal Agencies
In the second test, EAS was used by the RCMP and the Canadian Border Services

Agency (CBSA) to test how data could be shared in a secure and legal manner. The Anonymous
Resolution program (AR) is one part of the EAS suite and offers a systemic method in which
data from multiple sources is anonymized and then matched together to determine if two or more
agencies have information about the same entity.

The AR software was installed in both an RCMP and CBSA environment. Both the
RCMP and the CBSA performed a data extraction from their records system and ran their

extracted data through the AR software. Representatives from both agencies physically brought

12



the resulting anonymized data file to a protected environment, where a separate AR package had
been installed on a standalone laptop. This Anonymous Resolution package was configured for
the following six resolution rules:

1) Name and unique number (i.e. SIN, Driver’s License)

2) Name and non-unique number (i.e. phone number)

3) Name and address (no conflicting information)

4) Name, Address, and Generation

5) Name and Date of Birth

6) Identifying attribute only
These rules allowed for six different possibilities in which an alert would be generated. In fact, as
the anonymized data files were processed through the Anonymous Resolution software, alerts
were instantly generated. In a real life environment, these alerts could be e-mailed to one or both
agencies pointing back to the files generated the alert.* It is important to stress that at absolutely
no time could any data from one agency be read by the other agency; all data was anonymized at

the agency level, leaving only the file numbers visible which would allow for subsequent

investigations. The entire concept is illustrated in Figure 1.

* Due to a test environment, this e-mail function was not needed as the results could be jointly-viewed through the
Anonymous Resolution package.
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Figure 1: Concept behind EAS Anonymous Resolution

Establish in the EAS program that an alert should be created when:
A person’s name and Date of Birth are matched.

~_

% - N\ 2
RCMP Data EAS Anonymous Resolution Alerts
File: 111-111111 EAS generates an alert that
Name: John Doe pp1 57343937ef758a7d786d76sad6v87 RCMP file: 111-111111 and
Date of Birth: 01/01/1900f={b7xvc788xvx6c7h5df7g5dfg7d CBSA file: 999-999999 share a
BCDL #: 1111111 | 6850df778v6xxCV78Xx8v64j231424)214 match.
CBSA Data Anonymized Name and Date of Birth >
File: 999-999999
Name: John Doe P 57343937ef758a7d786d765ad6v87 The alert can be viewed in the
Date of Birth: 01/01/1900 p=p| b7xvc788xvx6c7h5df7g5dfg7d Anonymous Resolution
SIN: 999-999-999 | Sid82p0dnz08f89789dsg89d79 software or e-mailed to one
(or both) agencies for follow
up.
. v/ (. J

Of the 103,099 RCMP files and 60,562 CBSA files loaded into the Anonymous Resolver,
a total of 5,651 alerts were generated. Approximately half of the alerts (2,783) were a result of a
shared relationship between two entities (i.e. a family member). The 2,868 remaining alerts
involved entities matched between both agencies file numbers. It is worth noting that of these
2,868 entity matches, only 1,827 alerts were attributed to a distinct entity match suggesting that
the other 1,041 alerts was generated because of duplicated entities. The fact that 1,041 alerts
could be attributed to duplicate entities was not surprising given that only the RCMP used EAS
to remove the duplicate entities prior to the anonymization process, while the CBSA files were
taken from occurrences as opposed to an equivalent Master Name Index. In effect, the results of
this test clearly pointed toward the substantial effect that data quality issues, such as duplicate

entities, has when sharing information.
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In summary, the 1,827 generated alerts based on a unique individual matching from both
RCMP and CBSA files showed a real need to systematically share information between
agencies. Analysts from both the RCMP and CBSA were able to confirm that new information
would have been available to at least one organization in a majority of these alerted cases. Given

this, both agencies agreed that using a software solution, such as EAS, would be of direct benefit.

4. Conclusion
EAS was the main software solution discussed in this article because it was the software

package undergoing testing by the RCMP. However, it is important to note that there may be
other software solutions that can detect duplicate entities or anonymously share information.
Regardless of the solution used, it is critical to actively seek ways to solve the ongoing problems
of data quality, duplicate data, and lack of information sharing. As demonstrated in this article,
EAS is simply one such viable solution.

Although EAS addresses several of the discussed problems associated with managing the
information contained in databases, there are some obstacles that need to be overcome before
any software solution to sharing information is widely adopted. For instance, to effectively work
with databases requires some understanding of the software and the technical terminology
associated with databases. In addition, there is the need to invest in software, such as EAS, which
can be very expensive. Further, a recurring problem discussed in the literature and a general
theme of this article is the problem of poor data quality. However, data quality is a very broad
term that covers a multitude of unique problems. The solutions to these problems vary in
complexity and only one of these many problems, namely duplicate entities, is effectively
addressed by software such as EAS. Given this, it is necessary to understand that software, such

as EAS, is not a ‘data quality tool’ as it does not add/delete data, fix typographical errors, offer
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suggestions about formatting data, or provide any number of additional data quality management
tools. Still, software, such as EAS, is vital to ensuring that a very important aspect of data
quality, namely duplicate entities, can be improved.

Notwithstanding the aforementioned limitations, there are clearly viable technological
solutions which can overcome the most commonly referred to obstacles associated with
information sharing. While acknowledging the short-term costs associated with purchasing the
software and training users, the benefits resulting from improved information sharing have
demonstrated the potential to far outweigh these costs in the long-term. Just considering the
benefits to public safety and the opportunities that accurate information provides to facilitate
multi-agency, proactive criminal justice approaches should be sufficient to justify the widespread

implementation of proven technological solutions to information sharing, such as EAS.
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